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Mr. Wtlliam F. Caton
Secretary
Federal Communications Commission
1919 M Street, NW, Room 222
Washington, DC 20554

Re: Ex Parte Presentation
CC Docket No. 92-115

Dear Mr. Caton:

BuildIng The
WIreless Future",

CTIA
Cellular
Telecommunications
Industry Association
1250 Connecticut
Avenue, N.w.
Su~e 200
Washington, D.C. 20036
202-785-0081 Telephone
202-785-0721 Fax

On Tuesday, May 2, 1995, the Cellular Telecommunications Industry Association
("CTIA") represented by Mr. Michael Altschul, Vice President and General Counsel; Mr.
Randall Coleman, Vice President, Regulatory Policy and Law; and Ms. Andrea Williams,
StaffCounsel, met with the following Commission staff to discuss ESN security and the
cloning of cellular telephones:

Mr. Jim Olson, Chief, Competition Division, Office ofthe General Counsel
Mr. Martin Stem, Deputy Chief, Competition Division, Office of the

General Counsel
Mr. Doron Fertig, Economist, Competition Division, Office ofthe General

Counsel

At the meeting, CTIA presented the attached documents. Pursuant to Section
1.1206 ofthe Commission's Rules, an original and one copy ofthis letter and the
attachments are being filed with your office. Ifyou have any questions concerning this
submission, please contact the undersigned.

Andrea D. Williams
StaffCounsel
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THE "EMULATION" OF ELECTRONIC SERIAL
NUMBERS = CLONING

• The Electronic Serial Number (ESN) is a unique number assigned to
a cellular phone by the manufacturer. Section 22.919 of the FCC's
rules requires the ESN to be fixed and unchangeable, thus
establishing a unique fingerprint for each phone. The cellular
industry relies on ESNIMIN (Mobile Identification Number) pairs to
validate its legitimate customers.

• Cloning refers to a method by which the original, factory-set ESN of a
cellular phone has been altered, transferred, removed, or modified
then reprogrammed into another cellular phone.

• Cloning fraud, the most prevalent type of cellular fraud, requires the
ability to obtain valid ESNIMIN pairs, erasing the existing ESN from
a cellular telephone and replacing it with a copied or cloned ESN.
Once stolen ESNIMIN pairs are entered into cellular phones, the
cloned telephone is able to gain unlawful access to cellular service.

• Cloned telephones are used not only to obtain free cellular service,
but also to conduct criminal activity such as narcotic and drug
trafficking.

• The type of ESN alteration/modification used and advocated by C
Two Plus Technology and its affiliates cannot be distinguished from
any other cloning of cellular telephones.
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THE FCC'S POLICY AND RULES GOVERNING
THE ALTERATION OF THE ESN

Since 1991, the Commission has clearly stated its policy and rules
governing the alteration or modification of the original, factory-set ESNs
in cellular telephones.

"Phones with altered ESNs do not comply with the
Commission's rules and any individual or company
operating such phones or performing such alterations is in
violation of...the Commission's rules." FCC Public Notice,
Report No. CL-92-3, October 2, 1991.

"It is a violation of ...the Commission's Rules for an
individual or company to alter or copy the ESN of a cellular
telephone so that the telephone emulates the ESN of any
other cellular telephone. Moreover, it is a violation of the
Commission's Rules to operate a cellular telephone that
contains an altered or copied ESN." Letter o/Clarification
from Mr. John Cimko, Chief, FCC's Mobile Services
Division, to Mr. Michael Altschul, dated January 15, 1993,
concerning modification 0/ESNs by the NAM Emulation
Programming Device manufactured and distributed by C Two
Plus Technology.

"Alteration of an ESN can interfere with a cellular carrier's
effort to bill and collect for the use of its facilities. There is
evidence suggesting that mobile phones with modified or
cloned ESNs are used in a majority of cases involving
cellular fraud....phones with altered ESNs do not comply
with the Commission's rules...." Letter o/Clarification/rom
Mr. John Cimko, Chief, FCC's Mobile Services Division, to
the Honorable Jim Sasser, U. S. Senator, dated June 21,
1994, concerning a constituent's desire to have the same
telephone number/or each 0/his cellular telephones.

3



"Any individual or company that knowingly alters cellular
telephones to cause them to transmit an ESN other than the
one originally installed by the manufacturer is aiding in the
violation of... [the Commission's] rules. Thus, we advise all
cellular licensees and subscribers that the use of the C2+
altered cellular telephones constitutes a violation of the Act
and our rules." Part 22 Report and Order, 9 FCC Red 6513
(1994).
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A FEDERAL COURT HAS ENFORCED THE FCC'S NEW
ESN SECURITY RULE

In Houston, Texas, the U.S. District Court has issued a permanent
injunction against a C Two Plus affiliate. In its decision, the Court
determined that emulation of the electronic serial numbers of cellular
telephones by the defendant, an affiliate of C Two Plus Technology,
violates the Part 22 Report and Order. See Houston Cellular Telephone
Company v. John C. Nelson, et ai, Civil Action H-95-617, (S.D. Tex
March 17, 1995).

While the FCC and the Court have clearly stated that emulation of
ESNs violates the FCC's rules, a recent press release of a C Two Plus
affiliate continues to ignore the ESN security rule by stating that the
FCC's Part 22 Report and Order is an advisory opinion and "is not
legally binding." See Business Wire, Dow Jones and Company,
Charlotte, North Carolina (April 6, 1995).
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THE CELLULAR LICENSEE'S RESPONSIBILITY FOR
ADDITIONAL MOBILE UNITS

• Part 68 of the Commission's rules sets forth the customer-carrier
relationship for the connection of additional phones to wired service.
Under Part 68, it is the customer, not the wireline carrier, that
assumes responsibility for the connection of additional phones on the
customer's premises.

• The FCC, however, has prescribed a very different customer-carrier
relationship for cellular service. The FCC holds the cellular licensee,
not the customer, responsible for effective operational control over all
mobile stations, Le., cellular mobile units, that communicate with the
cellular licensee's base station. See 47 CFR Section 22.912.

• With cloned phones, it is impossible for the cellular licensee to comply
with this Rule.

• The licensee does not control the alteration or
manipulation of the ESN.

• The licensee cannot track or bill the cloned phone.
• Cloned phones which are not controlled or authorized by

the carriers do not fall within the carrier's blanket
license. Therefore, such phones are unauthorized
transmitters and violates Section 301 of the
Communications Act.

• Because the licensee does not control the cloned phone,
the licensee also cannot ensure that the operation of a
cloned phone does not interfere with legitimate
customers' access to cellular service.

• Carriers are increasingly deploying anti-fraud features such as radio
fingerprinting and velocity checking to combat cellular fraud. With
the deployment of such features, a cloned phone can be detected and
removed from the system before the user accesses the system. Thus,
cloned phones customers will be denied access or removed from the
system, regardless of their intended use of the phone.
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RESPONDING TO CUSTOMER DEMAND WHILE
PROTECTING AGAINST CELLULAR FRAUD

• In response to consumers' desire to have two phones with the same
phone number, cellular carriers have begun deploying switch-based
technology which will "look for" or page several phones with the same
MIN.

• Unlike cloned phones, each phone has a distinct, factory-set ESN.

• Unlike cloned phones, the switch-based technology allows cellular
systems to authenticate or validate legitimate mobile units.
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PETITIONERS SEEK RECONSIDERATION OF
SECTION 22.919

• In the Part 22 Report and Order, the FCC stated that Section 22.915,
which governs cellular specification compatibility, has been retained
and renumbered Section 22.933. See Part 22 Report and Order, 9
FCC Rcd at 6526, n. 108 (1994).

• While C Two Plus Technology refers to Section 22.915 in its reply to
TIAICTIA Joint Reply to Petitions for Reconsideration, it does so in the
context of cellular specification compatibility, not ESN security.

• Section 22.919 which governs ESN security, not the cellular
specification compatibility under the former Section 22.915, is at issue
on reconsideration of the Part 22 Report and Order.
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CONCLUSION

• The FCC and a Federal Court have clearly stated that the
"emulation" of ESNs violates the FCC's Rule governing ESN
security.

• The type of alteration or modification of ESNs advocated and used by
C Two Plus Technology to provide "extension" service is pure and
simple cloning.

• To allow such cloning would not only violate the FCC's rules but also
undermine the FCC's policy and recent enforcement efforts to
combat cellular fraud.
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APPENDIX A

1. Business Wire, Dow Jones and Company, Charlotte, North Carolina
(April 6, 1995).

2. Houston Cellular Telephone Company v. John C Nelson, et aL, Civil
Action H-95-617, (S.D. Tex. March 17, 1995).

3. Plaintiffs Original Complaint and Requestfor Temporary Restraining
Order, Preliminary Injunction and Permanent Injunction, Houston
Cellular Telephone Company v. John C Nelson, et aL, Civil Action H­
95-617, (S.D. Tex. filed March 1, 1995).

4. In the Matter ofRevision ofPart 22 ofthe Commission's Rules
Governing the Public Mobile Services, CC Docket No. 92-115, Report
and Order, 9 FCC Rcd 6513, 6525-6526 (1994).

5. Letter ofClarification from Mr. John Cimko, Chief, FCC's Mobile
Services Division, to the Honorable Jim Sasser, U. S. Senator, dated
June 21, 1994, concerning a constituent's desire to have the same
telephone number for each of his cellular telephones.

6. Letter ofClarification from Mr. John Cimko, Chief, FCC's Mobile
Services Division, to Mr. Michael Altschul, dated January 15, 1993,
concerning modification of ESNs by the NAM Emulation
Programming Device manufactured and distributed by C Two Plus
Technology.

7. Letter from Mr. Michael Altschul, Vice President and General Counsel
for eTIA, to Ms. Renee Licht, FCC's Acting General Counsel, dated
November 4, 1992, requesting FCC's written concurrence that
cellular phones containing ESNs modified by the NEPD do not
conform to Part 22 Rules.

8. FCC Public Notice, Report No. CL-92-3, October 2, 1991.
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CHARLOTTE f N.C.-{BUSINESS WIRE}-April 6 f 1995-The latest innovation in
the
telecommunications industry has come to the Carolinas, bringing convenience
for
those who use it and controversy for the government.

The innovation is a ocellufaro extension. It enables you to have two or
more'
oceHularo phones on one line. Offered by Affordable oCellularo Extensions
of
Charlotte, an extension costs a one-time fee of $199. In comparison, phone
companies charge $20 to $35 per month for a separate phone line.

The extension duplicates a telephone's electronic serial number. The
results:
you can hook more than one phone to a single telephone number. Only one
phone
may be used ZIt a time, however.

The service appeals to saJespeople, doctors, lawyers, and other
profe.$sionals.
They buy it to stay in touCh with the office while in or out of the car and

remain accessible to clients and staff. Extensions give family members a way
to
contact each other easily and provide a sense of security et night •• owne~
alway. have access to a phone.

What's the controversy? Phone companies, of course, wish this service
would
disappear. The government has some questions, too, claiming the service
might
encourage fraud.

In September, the Federal Communications Commission issued an advisory
opinion
..ying the. use of altered ocellularo teJephones violates the Communications
Aetof
1994. Though the FCC's opinion is not legally binding, the commission is
coMidering new regulations that might change how ocelluJaro phones are
produced.

The ocellularo phone market is growing 40% annually in the U.S., according
to
industrY research. Some analysts -.timat••s many as one-third of oeellularo
owners ere interested in extension capabiltttes.

For more information on oceflularo extensions, call Gary Raflo, owne.r of
Affordable oCeliularo Extensions, at 704/358-1926.

CONTACT: Andrea Cooper Communications, Charlotte
Andre. Cooper, 704/343-2543

11 :36 ET APR 06, 1995
News Source: Business Wire
Industry: I/CTS IrrLS
Subject: NIBW N/PDT
Merket Sector: M/UTI
Geographic Region: R/NC R/NME R/US R/USS
M....g. 0469 from PR

OJlPrssR: Copyright 1996 Dow Jones and Company Inc.
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llnitfb &tat!S listrlct OJ.l1urt
&out!Jtrn DI,trlct at mn.a

lfouJ1on Ihtf.ehra
UNITED STATES DI$H1ICl COURT
SOU11.lERN DISTRICT OF TEXAS

ENTEJ;F.O

MAR 171995
HOUSTON Ciu.Ul...AR.
TH£PHONE COMPANY.

Plaintiff,

versus

JOHN C. NnLSON. Doing Business as Both
Cell Time Cellular and Action Cellular and
DANNV HART, Doing Business as
Action Cellular and
ACTION CELLl.JLAR EXTENSION, {nc.,

Defendants

§
§ MiCt1aeJ N. M~. GMK/\

§
§
§
§ CIVIL ACTION H-9S.617
§
§
§
§
§
§
§
f

PERMANENT INJUNCTION

Based on the stipulations and evidence, the court makes these findings:

1. John C. Nelson, Jr., who has done business as CeU Time Cellular and who is a
representative of Action Cellular Extensions, Inc., has enpged in the emulation of
the electronic serial numbers ofceUular telephones since August 9, 1994.

2. Daniel K. Hart, as a representative ofActiOD Cellular :Extensions, Inc., baa enpaed
in the emulation ofthe e.lec:ttonic serial r1\.Uri)en ofcellular telephones since December
IS, 1994.

3. Action CeUular Extensions, Inc., has enpged in the emulation oCth. electronic serial
numbers of cellular telephones since December IS, 1994.

4. On May 4, 1981, after notice in the Federal Register, the Federa1 COJl'lmLmieationJ
Commission issued the Inquiry into the Use ofthe Bands 825-145 MHz and 810·890
MHz for Cellular Communications S~ems; IDd Amendment to Pans 2 anc12~ ofthe
Commission's Rules Relative to Cellular Communications Systems. (86 F.C.C. 2d
469 (1981). It adopted the technical specifications for cellular telephone. that each
telephone have a unique e(ec:ttonie ieriaJ number. This order was publiahed in the

~Ulllil MItW ' ...IltI .. - 4:t1CW17 IIlIIlNlMnl , II1II1 1



Federal ReailteronMay 21.1981 (46 Fed. Reg. 27655) with corrections on June 16,
1981 (46 Fed. Reg. 31417).

S. On September 9, 1994, after notice in the Federal Register, the FCC iuued the
Revison ofPart 22 of the Commission Rules Governing the Public Mobile Services
(9 FCC Red 6513 (1994). This FCC order was published in the Federal Re&ister on
November 17, 1994 (59 Fed. Rea. 59502).

6. Houston CeUular hu wtrorod irreparable damage IS. consequen~ofdefendanu'
emulation of1he electronic serial numbers of cellular telephones for which it is the
clrrier. Th. defendants' ac;Uons have deprived Houston Cellular of monthly access
charge$ and other per unit charles it$ customers would owe for additional
connections.

7 Although tho d!magt is describable, Houston Cellular cannot reliably quantify it,
maki"l the legal remedy inadequate.

8 The acts ofthe defendants are analogous to their havina installed unauthorized aceess
to a cable television network. This pir&cy injures the utility Ind its 1eIitimate
customers.

9. No unrepresented third-party nor any diftUso public interest is adversely affected by
the restrictions this injunction imposes on Nelson and Hart.

B. ConcJus;ons

1. The FCC orders were reau1arly made, published in the Federal Register~ and served
on defendants by publication. 5 U.S.C. § 552(a)(I). &6 abo. F~d Crop Ins. v.
Merrill, 332 U.S. 380, 384-85 (1941).

2. These orders adopted by the FCC constitute orders within the meaning of § 401 (b)
(47 U.S.C. § 401(b» ofthe Communication Act of'1934.

3. Emulation ofthc deetronic serial numbers ofccIluJar telephones by Nelson, Hart, and
Action Cellular Extensi~ Inc., violates the two FCC orden.

4. Section 401(b) of the Communication Act of 1934 expressly authorizes injunctive
relief for I party injured by disobedience of an FCC order. Th' prerequisite of
irreparable injury need not be utablished where such injunctive relief' is eq1ressly
authorized by stltute. United Start.J Y. HtlY's Int" Corp., 4JS F.2d 1038, l04S (Sth
Cit. 1969); Gresham )/. Windrush Par_ra, 730 F.2d 1417, 1423 (1 hh Cir. 1984).
Although Houston Cellular need only demonstrate that it has been injured to satisfy
tbi. standard, havina found that it was in fact irreparably injured by deCendarlts' acts
and in an amount not susceptible to calculation, the coun concludes that injunctive
relief is available It common law.
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C. Injunction.

Based on these tinding~ and conclusions. John C. Nelson, Jr., Daniel K. Hart, &!1d Action
Cellular ExtenlioN, Inc., are enjoined permanently from emulating electronic serial numbers
ofeeUular tel.phones for which Houston Cellular is the carrier.

This restriction binds them and aU thosc who may knowingly act in concert with them,
including employees, agents, and consumCI"5.

1. Specifioally, the defendants are enjoined from alteril'lg, tru~rrillJ. emulatilla or
manipulatina electronic serial numbers of ceUular telephones Cor which HOU!ton
CeUulac is the carrier except in strict compliance with the FPC orders.

2. The defendants shall produce immediately to Houston Cellular these documents,
including those ieized by the United States Marshal and others in their possession or
within their access:

A. AU lists, file... records, or other information containina names.
addresses, or telephone numbers of entities for whom they altcrad,
transferred, emulated, or manipulated the electronic serial numbers of
cel1ular telephones from January I, 1990, to March IS, 1995.

B. All advertisements. brochures, or other documents that advertised
services to the public for altering, transferrina. emulatins. or
manipulating the electronic seriall1umben ofcellular tdcphones.

C. Documenta in their possession that identify other entitiC$ which ofFer
services to alter, transfer. emulate or manipulate the electronic serial
numbers ofcellular telephones.

D. Documents evincing a business relation or transaction with
Technology, Inc.

E. A complete copy ofall data on any storlie medium" includina paper­
based, &lCed-disk, and removable-disk data (hard, ren"OV&ble, 110m,
optical, and tape drives and RAM). Houlton CeUular wiD reimburse
the defendant. tbr copyina costs incurred in produciJlll hard copy.

3. With the exception ofHouston Cellular subscribers' servioe orden or contractS, the
defendants are entitled to retlin the ori~nals of those documents. providina Howton
Cellular with photocopies. The defendan+.s may retain photoc::opies of the HOUICon
Cellular subscnDeu' 'eMce orders or contract. only for thc purpO.!e of assisting in
re-emulalion. The dd'endu'lts will surronder to Houlton CeUuIar aU photocopies It
the completion ofthe re-emulation or upon written request oCHouston CeUular.
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4. This order does not require that the defendants produce C2+ TechnoloiY, Inc,.
proprietary information, equipment, or accessories in any form.

S, This is a final judgment. The coon retains jurisdiction to enCore. the injunction and
the settlement from which it &rose.

Signed March IS, 1995, a.t Houston, Texa5.

,. "-'-
Lynn N, Hughes

United States District Judge





IN THE UNITED STATts UlSTRICT COURT
FOR TID: SOUTHERN DISTRICT OF TEXAS

HOUSTOr\ DIVISION

HOl7STON CELLULAR § C.A. NO,
TELEPHONE COMPANY §

~
v. §

§
JOHN C. NELSON, individually and §
d/b/a both CELL TIMF. CELLULAR and §
ACTION CELLULAR aDd DANNY §
H.\RT, inclhidually aDd dlb/a both §
ACTION CELLULAR and ACTION §
CELLULAR EXTENSION § DEMAND FOR TRIAL BY JURY

PLAINTIFF'S ORIGINAL COMPLUVf AND
REQUEST FOR TEMPORARV RESTRAINING'ORDER.

PRELIMINARY INJUNCTION AND PERMANENT IN.JUNCTIOr!

TO THE HONORABLE JUDGE OF SAID COURT:

COMES ~ow HOUSTON CELLULAR TELEPHONE rOMPA NY (UHouston

Cellular"), pla.i.ntiff herein, seekin8 :l temporary rwtrdining order, prelimirmry injunction and

pt:Illlatleot injunction. In support thereof, Houston Cellular would re$peCtiv~ly~h{)\\' unto the

wUll ~ follows;

I.
.IURISDICTIQ~ AND PARTIES

1. This case arises under the constitution. Jaws or treatie5 ()f the United States. 28

u.s,c. § 1331. Pursuant to 47 U.S.C. § 401(b), Houston Cellular seeks to prohibit defendants

from 'idating orders (collectively the "ESN Orders'} of the federal Conununicatlm1 Commission
---~--

("FCC") now codified in part at 47 C.F.R 22.919(a).

2. HOUSlOO Cellular is a Texas general pannerslrip with its principal place of busine.s.~

at One Wesl Loop South, Suite 300, Houston, Texas nr:t27.

3. Defendant John C. Kelson is an individual residing in Harris County and doing

bUslnes~ as both Ceil Time Cellular. 5202 Sycamore Villas. Kingwcoo, Texas, 77345 and Action

Cellular at 9JOO Southwest Freeway, Suite 150, Houston, Texas. Defendant John C. Nelson.

individually and 001ng business as Cell Time Cellular, may be served with process by serving



John C. Nelson 1.11 -'202 Sycamore VIllas, Kingwood, Tex3S, 773"15. Defendant John C Ne'scm.

indLvidually and doing b~iJl~:' as Actioo Cellular. mo.y be served at. 9100 Southwest ffP:t"W;ly,

~uite l50, Houswn, Texas.

4. Defendant Danny Han, illJi II idually and doing business QS both Action Cellular and

Action Cellular Extension, is an individual whu ItAo;ides at 10210 r'Orum Wes[ Dri\'e, HOU~l(Jn,

Texas 7]<B6. l)n l11fonnation and belief, Danny Ha! l, dolnS business as Action Cellul3r, has an

office ar9100 Southwest t-reeway, Suite l~. Houston, T~.\.4i:), dJld may be served at this (\ddre:"..~.

On information and behe!, lJamly Hart, indiVidually and OOill~ UusiUCM as Action Cellular

Extension, may be served at. 10210 t-orurn West Drive, Houston, Te:\aS 77036,

II.
VENUE

5. Venue is pr~ in tills district for two reasons. First, a substantial pan of the

events iivin~ rise to Houston Cdlular's chum occurred in this district 28 U.S.c. § 1391(a)(2).

Second. defendants are individuals or entities with con~ts sufficient to deem them residents of

this judicial district 28 U.S.c. § 1391(c),

Ill.
SUMMARY OF ALLEGATIONS

6. Pursuant to 47 U.S.c. § 401(b) and Rule 6S(b) of the l-ederal Rules or Civ!J

Procedure, Houston Cellular seeks a temporary restraining order. preliminary lflJuncnoD and,

ultirnar.ely, a pennancnt injunction barring defendants from violating the FCC's ESN Orders.

Furthermore, pursuant to 28 U.S.c. 2201(a), Houston Cellular seeks an order from the cowt

dedaring the rights and obligations of the parties, specifically stating defendantlil cannot alter,-
transfer, emulate or manipulate the ESN of cellular telephones in violation of the FCC!; SStl

Orders. Pursuant to 28 U.S.c. 2202, Houston Cellular seeks recovery of its reasonable and

necessary attorneys' fees incurred by prosecution of this action.
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IV.
FACTlAL BACKGROUND

7. Houston Cellular IS licensed b) the fCC as the exclusive provider of cellular

corrununieatlon~ services on its authorized frequencies in the Houston tv1etropolitan Statistical

Area. which includes Harris, Liberty, Montgomery, Waller, Fort Bend and Brazoria Counties.

8. Defendantc.; are engaged. In the process of altering, manipulating, or emulating the

Electronic Senal Numbers 00 cellular telephones in violation of the FCC's ESN Orders.

9. The Electronic Serial Number ("ESN') is a 32 bit binary number that uniquely

identifies a cellular mobile transmitter to a cellular system. It is separate and distinct [rum the

phone's lQ-digit telephone number. One purpose of the ESN in a cellular telephone is similar to

the Vehicle Identification Number in an automobile. Speciticaily, it uniquely identifies the

equipment TD assisl in recovery, If it is stolen. More importantly, the ESN is designed to identify

an authori2'.ed subscriber and enable cellular licensees, like Houston Cellular, 10 authorize system

~e and to properly bill for calls made to and from a cellular telephone.

10. The alteration of a cellular telephone's ESN allows a person to simulate the signal

of a different cellular telephone. This proct..--ss, called emulation, allows one cellular phone to

emulate, or imitate, another cellular phone. This allows a person to make a caB on one cellular

telephone wrole actually charging the call to another. Alteration of an ESN facilitates fraudulent

and unaurhonzed ceUular calls. An unauthorized user 0( a cellular phone that has an. altered ESN

can make numerous local and lonlit distance ca11~ and have the charges billed to a totally

lln~u~f'CCting cellular customer. Alternatively, ESN alteration enables one cellular phone to

~.mlll~,l'! another cellular phone beyond the detection abilities of cellular li~nsees. This enables a

Ct.lStom~ 1(1 \I~ more than one telephone tor the same telephone number, mereb)-" aVoiding monthly

access charges cMrePJi hy Houston Cellular and other cellular licensees. By altering an ESN, a

~m.tomer can fraudulenrly avoid paying the IDOOthly access char~e for multiple cellular phones.

resulting in a sjgnificant los~ of Tp.venue!' lO Houston Cellular.
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11. Furthermore, Houston C'.plllllaf ha.~ recently offered a speciallon~ distance program

whereby, for a monthly fee, Houston Cellular '"'-ill ~l1rtW frcc air time on all long dtstance calls in

the State of Texas. Use or this long distance program w111 allow a customer to call long distance

from hi, cdlulW' telephone and. pay only the rate charged by the <':tl~rnmer's pre-selected tong

dl~tance carner. HoustDn Cellular will not charge for air time on such ('<'111<:. Altcmtim of an ESN

allows a customer to have multiple cellular phones covered by a single monthly fEY. flaymcnt for [he

iong distancc program, rC3Ulting in n suoot:mtiaJ loss of revenue to Houston CeUui<'lr

12. As more fully described in the affidavlt of Robert Edvvard,s, anac~ <lnd

incorpordtoo ~ E,Jlibit "A," defendants John C. Nelson, individually and doing business as Cell

Time ceUular iimj ~ Action Cellular, have been engaged in the unauthorized prclct.ice of altering,

trdnSfening, cmu1alin~ VI maujpulating ~ CSN of cellular telephones to emulate other phones

subscribed to Houston Cellular. S~ifically, on or aroul September 29, 1994, f()t tl $225,00 fee,

John Nelsoll altered an ESN on a ceUulw phone provided tu him to emulate n Houston Cellular

subscribed phone. In ~mberof 1994, Rubert &1wiU\b retw1led to John Nelson and roccivcd 0­

quote of $2.5U.00 for the alteration of an additional cellular t.elt:phom::.

13, rwthermore. as more fully described in the afllwvH of RVbelt Edwards. auaehed and

incorporated herem as .t..Ulibit "A." defendantS Danny Hart, indiviuuw.ly aJld doing bwiness as

Action Cellular and Acl10D cet1uJar Extension are also engaged in the um:wllJ)fl7.fd practice of

allering, transferring, cmulaung or manipulating the ESN of cellular telcpbOQ~. S~ifil.alJy, on

or about February 8, 1995, Houston Cellular received an ad on Adverfa.~ The ad spel-ifiudly

advertises '"two cellular phones, one cellular number." bntities not licensed by the FCC to provide

cellulae service cannot provide this service set forth in the advert1sement. Houston cellular bas not

authorized an)' person a entity (0 alter or emulate ESNs for cellular pl10nes subsaibed to its

service. ~ Aftidavil of Mike Hanafin- The Affidavit of Robert Edwards descnbes a conversation

with Danny Hart wherein he admitted thai for $~,OO he would alter the ~N of a cellular phone

to emulate a Houston Cellular subscriber's phone.
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V.
FCC REGULATIONS

]4. On May 4, 1981. the FCC relea~ an Order ~ntitled "An Inquiry Into the Use of

the Bands 825-845 MHz and 870-890 MHz for Cellular Communications Systems; and

Amendment of ?arts 2 and 22 of the Commissioo's Rules Relative to Cellular Communlca!Jons

Systems," 86 FC.C.2d 469 (1981) in \-vruch it, among other things, adopted technical

specifications for the use of cellular telephones, locluding a requirement that each phone have a

unique ESN. See 86 FC.C.2d at 508 & n.78, 573, and 593. This FCC Order (the "'FilJit ESN

Order") was published in the Federal Register on May 21, 1981 (46 Fed. Reg. 27655) with

corrections on June 16, 1981 (46 fed. Reg. 31417.) A copy of this FIrst ESN Order is attached as

Exhibir "8." On September 9, 1994. the FCC released an Order entitled "Revision of Part 22 of

the Commis~ion Rules Governing the Public Mobile Services. n This FCC Order (the "Second

ESN Ordg") was published In the Federal Register on November 17, 1994 (59 Fed. Reg, 595(2).

(The First ESN Order and Second ESN Order are collectively referred to herein as the ~!\

Orders.) A copy of the Second ESN Order is attached as Exhibit "c."

15. In response to an FCC Notice of Pro~edRule Making, released June 12, 1992, 7

Ee.C. Red. 3658. and published in the Federal Register July I, 1992 (57 Fed. Reg. 29260),

C2+ Technology. a company that altered ESN~, requested Lhe FCC to amend the Commission's

rule." and allow comparnes to marKet ancillary cellular equipme:nl that emulates ESNs for the

rllr[lC"lAA of allowing more than one cellular telephone to have the same telephOJ1e number. ~

p.'U'a~ph (',7 I)f Exhibit "e."

16. Tht" FCC specifically rejected the proposed amendment of the emulator. The

Commission wrote'

Further, w~ ('j)nc1ude tba1 the practice of alterin~ cellular phones to
"emulate" ESNs without recel\'ing the permission of the relevant cellular
liCC'n~ should nOf ~ allowed because (t) simultaneous use of ceJluJar
telephones fraudulently emittillg the same ESN without the licensee's
permission could ('1IllAA problems in some cellular systems such a~

erroneous trading or billing; (2) fraudulent u..o;e of such phones without the
licensee's penniuion ooulti deprive cellular OUTiers of monthly per
Telephone: revenues to which they arc entided; and (3) such altered phones
n()! autborUed by th~ carrier, wl'lulci therefore not fall within \.he licensee's
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blanket li'''nsc, n,nd thw; would be urJicensc.c1 lrnnsmitte~ 1n \1olatlOn of
Section 301 of the Act

See paragraph ED of Exfubi l "e."

17. The Commission further concluded:

NcvCftheles~, with regard to existing eqwpmenl. we conclude that cellular
telephone, with altc~ CSN3 do not oomply with the c.eH1I1M ~qem

compatibility specification1 and thus may not be considered authorized
equipment under the ori~iIl41.l type ~ptanoc. Accordingly. a consumer's
knowing use of such altered equipment would violate our rules. ~ further
believe tbat any iD4iviUual VI OOillPMY that knowinpy alters cellular
!Cl~phooes to cause them to traomlit an ESN Clfber than the one oria;imijly
installaJ by the manUftKtw'er is aiWu~ ill the violation of our ryl.. ThYaj.
we ad....ise all ~lular licensees and subsctjbers that the use of !be C2±
~red cellular telephone'5 constitutes a \liulatioll of the Act and our ruler"

See paragraph 622 (emphasis added).

in conclusion, in its Second ESN OrdeL the FCC dearly stated (!) usc or all.eIW cellular

telephones constirutes a violation of both the Communications Act of L934, al\ amended, am! the

First ESN Order as codified in Commission rules, and (2) any company that t,..'1lowingly allel~

cellular telephon~ is "aiding in the violation of our [R:C] rules. ,.

VI.
REOUE§T FOR lEMPOR",,)" KISTRAINING ORDER

]8. Pursuant to 47 lj.S.c. § 401(b) and Rule 65(b) of t:Ie Federal Rules ot Civil

?rocedure, Houston Cellular seeks a temporary restraining order Crom the coun ac;king the court

(1) to enjoin defendants from altering, transferring, ernulatin8 or manipulating the ESNs of cellular

telephones and (2) [hat all records, computer dIs's, and other information conc:eming altered

telephones be preserved in Their current stale. As shown by the affidavits and evidence attached

1~ previous 47 CFR § 22.SJ15, which became new 47 CFR § 22.933, adopted 1n the
Second ESN Urder.

ZTbe~d ESN Order also revised § 22.919(c). effective January 1, 1995, to require all
manUfactUrers of cellulClI telephotlC$ to design their ~lephorte6 such that ~ny ~ttcmpt to remove.
tamper with, or change the ESN chip, will ~nder the mobile transmitter inoperative. Thus. in new
telephones, Hou.'lon Cellulw a.ud other ce11ulM' licensees 'lhouJd not be plag\led ~,.;th mrnpanies
\hat alter ESNs In violaLion of the law. Any attempt to alter the ESN will render the cellular
telephone inoperable.
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